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Topic: Information Security
The information revolution has introduced new technologies, and changed the way firms, organizations and individuals in the private and public domain interact and conduct business. Cyber security has moved to center stage. Exchange of information and economic transactions increasingly take place via digital electronic activities focused primarily on the interconnectivity obtained via the Internet. One critical part of this interconnectivity is the way organizations integrate their accounting and financial management systems with Internet based applications. Another part is how firms store and transfer information they seek to keep confidential. Organizations on the one hand seek efficient transfer of information, data, and transactions, but on the other hand seek to do this in a secure manner. Gains can be made by intruders breaking through safeguards, violating confidentiality, and unlawfully appropriating information, data, and assets. The field of information security develops at an amazing speed. The mechanisms need to be understood. Firms compete with each other and with external intruders such as hackers over their assets. In this new environment each firm needs to determine the optimal investment in security technology, and the optimal amount of information about security breaches and other events to share with other firms, and public and private information agencies of various kinds. Similarly, the objectives of the intruders need to be understood. Examples of objectives are financial gain, political gain, leisure activities, a desire for challenges, and a desire for causing destruction. Intruders can be profiled psychologically. There are income effects for intruders, and interdependence and substitution effects between firms. These phenomena can be studied from economic, political, psychological, sociological, and technological viewpoints. There is a need for theoretical development, combined with generation and application of empirics. Examples of key words are Technology, Infrastructure, Vulnerabilities, Threats, Risks, Accidental, Incidental, Computer Attack, Cyber Incident, Network Vulnerabilities, Technical Solutions, Forensics, Incident Analysis, Intelligence Analysis, Criminological Approaches, Tracing and Tracking Methodologies, Behavioral Research, Psychology Profiling, Resilience Management, Procedures, Policies, Organizational Management, Cooperation, Global Phenomenon. Examples of agencies which in recent years have improved their collection and to some extent systematic categorization of empirics, e.g. related to cyber incidents, are various statistics bureaus, CERT, CERIAS, the Centre for Information Security, the Norwegian National Authority for the Investigation and Prosecution of Economic and Environmental Crime, the Financial Supervisory Authority of Norway, the UK National Hi-Tech Crime Unit, the UK Home Office, the UK Asset Recovery Agency, the UK Serious Organised Crime Agency, the Securities and Exchange Commission, the FBI, Interpol/Europol, Symantec, various organizations (Statoil, Shell, SR-Bank, Ibas, etc.), Honeynet, and empirics can be compiled by questionnaires, interviews, and other research methods.
